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Collaborative enterprises, such as the devel-
opment of complex software systems or web
sites, are vulnerable to accidental conflicts
between participants activities. They face the
twin threats of information loss, where one
person accidentally erases or overwrites an-
other's work, and inconsistency, where one
person alters the context of another’s work so
as to make that work invalid. The primary pur-
pose of collaboration support tools should be to
enable participants in a collaboration to pro-
ceed with confidence, knowing that their work
is safe from direct and indirect threats, and that
they are not accidentally compromising the
work of the other participants.

The general problem of concurrency control
and consistency management in such collabo-
rative projects is addressed by configuration
management (CM) systems, which have been
the subject of two decades of academic re-
search and industry experience [Feiler 91].
Most CM systems assume central or tightly
coupled object repositories, a high degree of
trust between participants, and/or implicitly
understood consistency criteria. These condi-
tions that fail to apply in many situations in
which distributed collaboration is called for.

We believe that a new kind of CM system
needs to emerge if the full potentia of the
Internet to facilitate collaborative work is to be
realized. Many kinds of collaboration, such as
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those between supplier and customer or be-
tween multiple contractors working on a single
project, are not well served by a centralized or
tightly-coupled approach. New CM systems
must support loose coupling between collabo-
rators, who will have independently evolving,
independently managed repositories that may
be mobile or intermittently disconnected.

We advance the concept of change proposal
as a way to manage change in a distributed
collaborative environment. A change proposal
is a structured object that describes changes to
a set of other objects, together with consistency
conditions that should be met in order for the
changes to be considered sensible. A change
proposal may be applied directly to a shared or
private object repository, submitted to an editor
or manager for review and possible modifica-
tion, or published for use by multiple recipi-
ents.

CHANGE PROPOSALS

CM systems may generadly be classified as
version-oriented or change-oriented. In ver-
sion-oriented CM, typified by RCS [Tichy
1985], the focus is primarily on controlling
revisions of individual items (files, images) and
only secondarily on relating revisions to one
another. In change-oriented CM, item revisions
are adways considered as part of a logicaly
coherent change set. Version-oriented CM is
dominant in practice at present, but the virtues
of change-oriented CM have been promoted
vigorously [McKay 95], and have been adopted
by at least one commercial CM system (Aide
de Camp/TrueSoft). We advocate change-
oriented CM because it is more natura and
robust than version-oriented CM in the absence
of central control and reliable coordination.
The change set idea only describes change; it
does not directly address the question of when
it is meaningful to make a change. For exam-
ple, a change to web page A, such as the addi-
tion of alink to page B (“see page B for a de-
scription of the nutria’), may only be known to
make sense if some property holds of page B
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(e.g. that it includes the text “the nutria is a
medium-sized rodent”). Similarly, the installa-
tion of a set of software patches may be only
known to work when NotScope version 9.6 is
installed.

To capture such dependencies, we extend the
change set concept dightly. Define a change
proposal to be a change set together with a set
of conditions that must hold before the change
set can be meaningfully applied. When a
change proposal is received by an instance of
the CM system, the conditions are checked
against the local repository and, if the condi-
tions are met, the change set is applied. The
condition checking and change set application
occur as an atomic action.

Conditions may involve either items to be
modified by the change set or other items that
somehow affect the integrity of the change. For
simple items, a condition might be simply that
the item be in a particular state (e.g. a file must
hold revision 17 of that file), while compound
items such as tables and directories may have
more fine-grained conditions, involving the
state of an individual row or entry (as opposed
to the state of the compound item as awhole).

Change proposals prevent lost work in the
same way that they promote consistency. When
a change proposal is prepared, an item X is
initially read from arepository in state S;, and a
proposed new state S; is prepared. The change
proposal will assert that for X to change to S,,
it must start out in state S;. If the target reposi-
tory’s X is in some other state, say S, then a
concurrent change has taken X from S; to S,
and S; probably holds information that would
be lost if X were overwritten by S,. The pro-
posal’s conditions aren't met, so its change set
is not applied, and the information in S; is safe.
Extra work is then needed in order to reconcile
S, with S, for example by merging them to
make a new state S,, but at least S; has not
been lost.

Item creation and deletion are incorporated
into change proposals in a natural way. If item
X is to be created, then a precondition (neces-
sary to avoid loss of work) is that X not exist
beforehand; similarly, for deletion, it is neces-
sary to specify that a recognized state is to be
deleted, lest a state containing useful informa-
tion written in the meantime be received in the
meantime.

Change sets and change proposals are in-
tended to complement, not replace, other CM
facilities such as locks, notifications, and long
transactions [Kaiser 1994]. If users are aware
that others are working on certain items, they
may act to avoid the overhead of a merge: They
may wait for alock to be released or arrange to
coordinate activity with the individua who
holds the lock. Change proposals serve a dif-
ferent purpose: to handle situations in which
locking and notification are infeasible, unreli-
able, or disallowed, or in which the value of
proceeding with development of a parallel
change outweighs the cost of merge.

A change proposal isakind of document, and
as such has first-class status — for example, it
may be transmitted via email, or stored in afile
system. If a proposal is sent to someone, the
recipient may freely ignore it, return it to the
sender for improvement, or subject it to scru-
tiny and testing before applying it to a reposi-
tory. The recipient may make additional modi-
fication to the proposal before applying it, such
as merging in concurrent changes, and may
modify or ignore the acceptance conditions
specified in the proposal. For example, a pro-
posa that says that a patch is only known to
work with NotScope 9.6 may also work with
NotScope 9.7, and the recipient may test to see
whether it does.

Change proposals resemble some recent
package management (document or software
distribution and update) schemes [e.g. Bailey
1997]. In a way, we are calling for a synthesis
of CM and package management.

DISCUSSION

The treatment of change proposals as explic-
itly manipulated items interacts synergistically
with distributed collaboration and item replica-
tion. Change proposals support arbitrary hier-
archical, multi-stage workflow regimes, serial
handoffs, and comparison of aternative pro-
posalsin aprincipled way.

Our implementation prototype, which we call
A4, centers around tools for proposal prepara-
tion and reception. To prepare a proposal, the
user creates a workspace with an associated
rule for obtaining initial item states (e.g. that
they are to come from a specific reposi-
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tory/workspace). Items are located using a
browser and read according to the rule, and
updated states (prepared using a standard ap-
plication such as a word processor) are kept in
a local workspace. A record is kept of reads
and writes to the workspace, allowing a change
proposal to be extracted at any time: states read
(such as X=S;) become the proposal’s precon-
ditions, while states written (such as X:=S,)
become its change set.

To reduce the size of change proposals, states
are specified not as entire file contents, but as
globally unique state identifiers and/or deltas,
as appropriate. File checksums and/or modifi-
cation timestamps may substitute for state
identifiers when necessary.

A change proposal may be directed to a re-
cipient, who again has a workspace. Incoming
proposals may be checked for their effect on
the consistency of the workspace, merged with
inconsistent sibling proposals, and then ac-
cepted, perhaps on a trial basis. Proposals may
be rejected, withdrawn, or even reordered — a
set of proposals may be consistent when ap-
plied in one order but not when applied in an-
other.

When merge is necessary, either the preparer
or the recipient may do the necessary work.
The change proposal may be modified using a
new workspace, and its precondition set may be
updated after merging individual items. This
makes a resubmission more likely to succeed.

Distributed CM is an important and active
area of research [van der Hoek 1995]. Con-
structing a useable CM system of any kind isa
major undertaking, with much of the effort go-
ing to smooth integration with the host operat-
ing system and applications. While centralized
CM systems are mature and well established (at
least for software development and CAD),
there is no widely accepted practice of distrib-
uted CM. It is likely that industry will adapt
existing successful version-oriented CM mod-
els for Web use [Slein 1998], but true decen-
tralized collaboration will likely require more
radical approaches.

We have outlined one particular approach to
distributed CM based on a change proposals
concept. Change proposals prevent information
loss by keeping track of what information is
expected to be revised, and they help ensure

that consistency is preserved across application
of change sets by stating consistency relation-
ships explicitly. By separating change proposal
standards and machinery from the orthogonal
issues of concurrency control and repository
management, we take a step toward realizing
global internetworking's potential to support
distributed collaboration.
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